Zezwala się na korzystanie z artykułu na warunkach licencji Creative Commons Uznanie autorstwa 3.0 Abstract: Fault-Tolerant Control (FTC) systems are intensively investigated both from the theoretical and practical viewpoints. It is reflected in a large number of publications and research teams dealing with this emerging area. FTC is perceived as a technique integrating advanced fault diagnosis techniques and modern control methods that makes it possible a system to continue its mission under a faulty situation. It can be also observed that the fault diagnosis theory is well developed for linear systems. There are also approaches that can be efficiently used to minimize the uncertainty effect of the model of the system being controlled and diagnosed as well as noise and disturbances. This means that the development of analogous strategies for non-linear systems is fully justified. One of the main difficulties in the current development of FTC is the fact that most works presented in the literature treat fault diagnosis and FTC problems separately. Unfortunately, perfect fault diagnosis, and in particular fault identification, is impossible to attain. This justifies the necessity of developing integrated fault diagnosis and FTC, which takes into account such an unappealing phenomenon, both for linear and non-linear systems. As indicates the state-of-the-art regarding FTC, the integration issue is treated cursorily while the lack of suitable solution is replaced with a chain of (possibly conservative) assumptions related to fault diagnosis. Taking into account the above difficulties, the paper focuses on the presentation of modern FTC with analytical and soft computing approaches. An effective FTC methods are discussed along with the integration process of fault diagnosis and FTC.
Introduction
An instant growth in the complexity, efficiency, and reliability of modern industrial systems necessitates new development in control and Fault Diagnosis (FD) [1−6] theory and practice. A fusion of these two strategies is intensively studied under the name Fault-Tolerant Control (FTC) [7−11] and reduces to a moderate integration of advanced fault diagnosis [5, 12, 6] and control [1] techniques. A general FTC scheme is depicted in Figure 1 [13, 6] .
It is an evident fact that the controlled system is the core part of the scheme. It can be divided into actuators, process dynamics and sensors. Each of these parts is affected by the so-called unknown inputs, which consists of process and measurement noise as well as external disturbances acting on the system. When model-based control and analytical redundancy-based fault diagnosis are utilised [1, 2, 5, [7] [8] [9] [10] 6] , then the unknown input can also be extended by model uncertainty, i.e., the mismatch between the model and the system being considered.
The system can also be affected by faults. This unappealing phenomenon can be defined as an unpermitted deviation of at least one characteristic property or parameter of the system from the normal condition, e.g., an actuator malfunction. On the other hand, the term failure pertains a complete breakdown of the system. Thus, the term fault stands for a malfunction rather than a catastrophe. Indeed, failure is a permanent interruption in the system ability of performing a required mission under specified operating conditions. Figure 2 presents possible system behaviours along with suitable FTC recovery actions that can bring the system performance back into the required performance.
Since the system can be split into three parts ( Fig. 1) , i.e., actuators, the process, and sensors, such a decomposition leads directly to three classes of faults [2, 11] : − Actuator faults, which can be viewed as any malfunction of the equipment that actuates the system. − Sensor faults, which can be viewed as serious measurements variations. − Process faults (or component faults), which occur when some changes in the system make the dynamic relation invalid, e.g., a leak in a tank. In the light of the above discussion, the main objective of the paper is to give an outline concerning the FTC solutions as well as to indicate challenges in this emerging research area. The paper is organized as follows. Section 2 gives a general overview of the existing approaches. Starting from passive FTC up to advanced virtual actuators and sensors, all approaches are briefly discussed. Subsequently, the original FTC research achievements of the authors are reviewed and detailed in Section 3 and 4, respectively. As a result of the undertaken discussion, the challenges concerning modern FTC are formulated and exhibited in Section 5. designed to be robust against a set of predefined faults, therefore there is no need for fault diagnosis. Therefore, the fault are treated in a similar fashion as disturbances. An obvious drawback of such an approach is the fact that a limited number of faults can be tolerated. Further, such a controller works sub-optimally for the nominal plant because its parameters are prearranged so as to get a trade-off between the performance and fault tolerance. It should be noted that the passive fault-tolerant controller is similar to the robust approach when uncertain systems are considered. Although the difference lies not only in the size and interpretation of faults versus uncertainties but also in the structure of the constraints resulting from the faults [1] . An overall structure of passive FTC is depicted in Fig. 3. 
Overview of FTC Schemes

Active FTC: Restructurable vs. Reconfigurable Approaches
In contrast to passive ones, active FTC schemes react to the faults actively by reconfiguring control actions. This is realised in such a way as the system stability and acceptable performance is maintained. An active FTC, in the literature is sometimes also referred to as self-repairing, reconfigurable, restructurable, or self-healing control systems. To achieve fault tolerance, the control system relies heavily on fault diagnosis [5, 20, 6] . Hence, the main goal of the FTC system is to design the controller with an appropriate architecture, which enables stability and satisfactory performance, not only when all control components are healthy, but also in cases when there are faults in sensors, actuators, or other system components. Usually, as depicted in Fig. 4 , the FTC system can be divided into four sub-systems [15] : − a reconfigurable controller, − an FDD scheme, − a controller reconfiguration scheme, − a command/reference governor.
It should be noted that the inclusion of both fault diagnosis and a reconfigurable controller within the system structure is the main difference between the active and the passive FTC
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Fault Tolerant-Control: Solutions and Challenges system. Hence, the key issue of a successful FTC scheme is to design a controller which can be easily reconfigured. Lastly, a reconfiguration mechanism must be able to recover as much as possible the pre-fault system performance taking into account all uncertainties and constraints present in the system.
As shown in Fig. 4 , fault diagnosis must provide information about all detected faults in real time. Based on this information, the reconfiguration block must take into consideration the current system behavior, as well as to construct an appropriate post-fault system model. Afterwards, the reconfiguration data for the controller should be designed, in such a way that a currently faulty system is stabilized and fault propagation is stopped. The second objective is to recover as much of the nominal performance as possible. At the same time, the actuator saturation and other system constraints should be taken into consideration and the system trajectories adjusted if necessary. Such an FTC system is often classified as a reconfigurable one, though some authors call it an accommodation scheme [1] .
However, in some cases reconfiguration of the controller is not enough to stabilize the faulty system. In such cases, the structure of the new controller must be changed. This restructuring also uses an alternative input and output signals in the new controller configuration. Afterwards, a new control law has to be designed on-line. Such an FTC controller is called a restructurable fault-tolerant controller, and is depicted in Fig. 5 . This type of FTC is also sometimes called reconfiguration [1] , but to avoid confusion the former terms will be used, i.e., reconfigurable versus restructurable. 
Virtual Sensors and Actuators
Besides of the known problems related to fault diagnosis and FTC, study on the following topics is needed for establishing an efficient and effective framework of FTC technology [11] : − advanced methods of system and/or controller reconfiguration, − advanced fault diagnosis and control methods for nonlinear and uncertain systems, − integrated design of fault diagnosis and reconfiguration mechanisms, − analysis of switched behavior between two different configurations and development of switching schemes, − implementation of reconfiguration mechanism under real time condition.
The above defined problems can partially be solved with the application of the so-called virtual sensors and actuators [21−23] . In the case of actuators, the approach rely on the idea of keeping the nominal controller in the loop and avoiding the complete controller redesign by placing a block between the controller output and the input of all available actuators (Fig. 6 ). The goal of this block is to provide a signal, which has the same effect as the broken actuator would have in the nominal system, therefore masking the fault. This is, of course, achieved by appropriate fault compensation and/or modifying suitably the nominal control strategy of fault-free actuators. That is why the approach can be perceived as a kind of virtual actuator [22, 24−27] .
The main drawback of the approaches presented in the literature is that a perfect information about the faults is required (no fault estimation uncertainty). Another issue is the fact that they are designed for linear deterministic systems without taking into account modelling uncertainty, disturbances and system and control constraints that inevitable in real control systems. This can be realized with the so called virtual sensors [21, 28, 11] . After a sensor fault is detected and isolated, the FTC system is reconfigured to use all but corrupted sensor readings, while the output of the virtual sensor replaces the output of the faulty sensor (Fig. 7) . After the sensor is repaired or replaced, the use of all sensors can be safely resumed. That is why the proposed strategy is called a virtual sensor.
In both cases (virtual sensors and actuator), their performance is strongly related with fault diagnosis quality. Thus, the better the fault estimation the better results provided by virtual sensors and actuator. In the light of this comment, the objective of the subsequent section is to discuss recent advances in this emerging area.
Fault Estimation
Fault estimation has been addressed using various strategies, e.g.: augmenting the state vector by an unknown input, two--stage Kalman filter [29] , minimum variance input and state estimator [30, 31] , adaptive estimation [32] , sliding mode high--gain observers [33] and finally, an H ∞ approach [34] . The fault estimation can also be formulated as a parameter estimation problem [35] leading to the application of parameter estimation algorithms. For example, [36] proposed a unified framework based on a model reference approach for non-linear systems that can be represented by means of Takagi-Sugeno models. In [37] , a fault estimation scheme for linear parameter-varying systems is presented. In [38] , an observer scheme that estimates simultaneously the state and the fault is proposed. For non-linear systems, the observer-based FDI approaches have gained a lot of interest [39, 40] and FDI formulations for some classes of nonlinear systems have been derived. In [41] , state affine nonlinear systems have been handled, and in [41, 42] , the class of input-affine systems has been considered, among others. The work [43] presents a detailed geometric description of how to tackle the residual generation problem for non-linear systems. On the other hand, [44] presents a procedure to design a bank of extended H ∞ observers for sensor FDI for a certain class of non-linear systems. There are also approaches that employ soft computing techniques, e.g., neural networks [45] .
Taking into account the above discussion, let us consider a non-linear discrete-time system (1) (2) where x k ∈X ⊂ R n is the state, u k ∈U ⊂ R r stands for the input, y k ∈ R m denotes the output, f a,k ∈ R r stands for the actuator fault f s,k ∈ R m denotes the sensor fault, d k ∈ R q is the unknown input disturbance, w k is an exogenous disturbance vector. Considering (2), the problem is to design an observer that will be able to estimate simultaneously the state x k and the faults f a,k and f s,k , as well as decouple the effect of the unknown input d k while minimizing the influence of w k .
As it was already mentioned, FTC, and in particular, virtual sensor and actuator strategies are based on information about faults. Thus, the solution to the above problem constitutes the preliminary step towards an efficient FTC. On the other hand, the problem is not trivial and its solution for the actuator fault case was provided recently by Witczak et al. [46] . For that purpose, the following structure was proposed along with a suitable computational algorithm:
where k x and k f are the state and fault estimates, respectively. Note that the sensor fault can also be estimated with the above approach but it requires suitable technical manipulations. For the purpose of simplicity, the scheme for simultaneous sensor and actuator fault is presented for linear systems of the form:
where:
, denote the state, input and output, respectively.
The objective of further deliberations is to design a scheme that will be able to simultaneously estimate the system state along with the sensor and actuator fault, respectively. To settle this problem, let us consider a filter of the form:
where D ∈ R m×m is a matrix with eigenvalues lying within a unit circle. Substituting (7) into (8) gives: (9) Thus, an extended state vector can be defines as: (10) where:
While the corresponding output equation is:
It can be observed that the problem of estimating , k x f a,k and f s,k was reduced to estimating x k and f k described by (10)− (11), respectively. This allows direct application of the scheme (3)−(5). As a result, the proposed approach is able simultaneously estimate sensor and actuator faults but it cannot be applied for the process fault. Indeed, the process fault can be described as follows:
where f p,i stands for the i-th process fault. An immediate observation of the above system description leads to the conclusion that, even for linear system, the process fault estimation problem is a nonlinear one. Indeed, the multiplication between fault and state in (12), i.e., f p,i x k clearly justifies this conclusion. A research on multiplicative fault detection and estimation was realized using sliding mode observers [47] , adaptive observers for linear and nonlinear systems [48, 32, 49] as well as for linear parameter-varying ones [50] . Unfortunately, up to the authors knowledge, there is no solution present in the literature that is able to clearly identify the source of a fault and to provide its accurate estimate. Irrespective of the above unappealing phenomenon, the objective of the subsequent part is to discuss recent developments in the area of fault compensation and accommodation.
Fault Compensation and Accommodation
Recently, a number of books was published in the last decade on the emerging problem of the FTC. In particular, the book [7] is mainly devoted to fault diagnosis while providing some general rules for the hardware-redundancy-based FTC. On the contrary, the work [8] introduces the concepts of the active and passive FTC. It also investigates the problem of performance and stability of the FTC under imperfect (delayed and imprecise) fault diagnosis. In particular, the authors consider (under a chain of some, not necessarily easy to satisfy assumptions) the effect of a delayed fault detection and an imperfect fault identification but the fault diagnosis scheme is treated separately during the design and no real integration of the fault diagnosis and the FTC is proposed. The FTC is also treated in a very interesting Fig. 8 . Virtual actuator-based fault compensation Rys. 8. Kompensacja uszkodzeń bazująca na wirtualnym urządzeniu wykonawczym work [9] where the number of practical case studies of FTC is presented, i.e., a winding machine, a three-tank system, and an active suspension system. Unfortunately, in spite of the incontestable appeal of the proposed approaches the FTC integrated with the fault diagnosis is not studied.
As it was the case in the preceding section, let us start with the actuator faults. The idea of integrating fault estimation, compensation and control for the nonlinear system (1)−(2) was introduced in [51] . The approach is depicted in Fig. 8 .
The control strategy is given as follows:
where x k and u k are the reference state and input, respectively. While
f are the state and fault estimates of the faulty system. The design strategy boils down to compensating the effect of a fault in such a way as the faulty state follows the reference one. The strategy is composed of the nominal nonlinear controller (with gains K 1 and K 2 ) and the fault compensator k f − . Thus, in the light of the above discussion, it can be perceived as a virtual actuator. However, if fault compensation cannot be realized within the required range then the proposed approach will lead to the divergence from the reference state.
The approach proposed in [52] , tackles the above-mentioned difficulties by providing an elegant way of incorporating actuator fault diagnosis (particularly the fault identification) into the fault-tolerant control framework. The proposed approach is based on a triple stage procedure. It starts from actuator fault estimation, then the fault is compensated with a robust controller. Finally, if the fault compensation does not provide satisfactory results, which means that the current state does not belong to the robust invariant set, then a suitable predictive control actions are performed in order to enhance the invariant set. This appealing phenomenon makes it possible to enlarge the domain of attraction, which makes the proposed approach an efficient solution. The crucial issue is to maintain the state of the system inside the robust invariant feasible set, which is a set of states guaranteeing the stability of the proposed control strategy. The overall scheme of the approach is given in Fig. 9 .
The proposed control scheme, which is a combination of the fault-compensation [51] and predictive control [53] schemes is as follows: (15) while the predicted future input corresponds to the finite horizon optimization that has to be activated when the input constraints are close to be violated by the fault compensation mechanism. This means that the remaining actuators should be suitably activated in order to compensate the effect of a faulty actuator. In particular it is described by: (16) where: − n c is the prediction horizon, − K is the H ∞ controller designed to achieve robustness with respect to exogenous disturbances and fault estimation uncertainty, −
is the fault estimate, which compensates the effect of a fault, − c j is a vector introducing additional design freedom, which should be exploited when the fault compensation along with robust control do not provide expected results indicated by going outside an invariant set. Thus, the presented scheme enhances the abilities of the approach [51] by enabling appropriate control actions c k when the fault compensation does not provide required results. This scheme can also be perceived as a virtual actuator with K being a nominal controller and k f and c k provide appropriate fault compensation and accommodation actions. It should be also pointed out that the proposed approach was extended to cope with nonlinear systems described in the Takagi-Sugeno framework [54] .
As it was already mention, the design of virtual sensors rely on replacing measurements provided by faulty system with their estimates. This means that the fault of a sensor cannot lead to the loss of observability property of the entire system, which means that a suitably moderated hardware must be ensured. The implementation of on-line observability tests for linear systems is very easy and straightforward while for nonlinear system it constitutes a significant challenge. To summarize, the virtual actuator can be realized by a simple output feedback controller of the form:
Finally, it is an obvious fact that process faults can be accommodated in a similar fashion as those of actuators. However, fault compensation depends on the type of the fault and cannot be written in an universal fashion.
Illustrative Example -Fault Estimation
In order to show the effectiveness of the presented fault estimation approach the multi-tank system presented in Fig. 10 is chosen. Such a system is designed for simulating the real industrial multi-tank systems in the laboratory conditions [59] . It consists of three separate tanks placed each above other and equipped with drain valves and level sensors based on a hydraulic pressure measurement. Each of them has a different cross-section in order to reflect system nonlinearities. The lower bottom tank is a water reservoir for the system. A variable speed water pump is used to fill the upper tank. The water outflows the tanks due to gravity. The considered multi-tank system has been designed to operate with an external, PC-based digital controller. The control computer communicates with the level sensors, valves and a pump by a dedicated I/O board and the power interface. The I/O board is controlled by the real-time software, which operates in a MATLAB/Simulink environment. For further information the reader is referred to the INTECO manufacturer documentation.
Let us consider the following fault scenario, which can be perceived as a decrease of the pump efficiency: -incipient fault: (18) All of experiments were performed with real system exclusively. Figure 11 presents the result of the incipient fault estimation obtained with robust UIO and linear observer. It is easy to observe that the fault is estimated with relatively small error, which is depicted in Fig. 12 .
The robust UIO estimates the incipient fault much better than the linear one.
Figures 13-15 present the state estimation errors in the first, second and third tank, respectively.
The presented results clearly indicated that high quality fault and state estimation can be achieved in real conditions with the presented approach. This recommends to apply the proposed approach in industrial conditions. Moreover, it can be further integrated with the approaches proposed in [52, 53] . Due to the lack of space, the preliminary results regarding virtual actuator design exposed in [52, 53] are not presented in this paper and, for further details, the reader is referred to these references.
Challenges: Cooperative Virtual Sensors and Actuators
As it was already mentioned, several recent works threats the virtual sensing or actuation separately [55, 56] , even if they work simultaneously. Moreover, the possible process faults are usually neglected and the approaches are dedicated to either sensor or actuator faults, respectively. In particular [56] , uses the virtual sensors-actuators arrays only in terms of collocation of sensors in the middleware [55, 57] , does not consider process faults, similarly as in [58] . This observations leads to the novelty of proposed research direction that can be reflected in a cooperative virtual sensors and actuator schemes. Such an approach can also be employed to exclude sensor/actuator fault and to realize process fault estimation and accommodation in an efficient way. Taking into account the discussion provided in the preceding part of this paper, it can be concluded that both virtual sensors and virtual actuators strategies can be used independently. However, the cooperative scheme has to be introduced in order to detect and accommodate the process faults and to enhance the overall effectiveness of the Fault Detection and Isolation (FDI) and FTC. Indeed, most of the works present in the literature are devoted to either virtual sensor or virtual actuator design, respectively. This is of course under the assumption that either all sensors or actuators are fault-free. The situation is even worst when process faults are taken into account. Thus, the cooperative scheme joining advantages of virtual sensors and actuators should be perceived as a good remedy to this problem (Fig. 16) . Due to the fact that all industrial systems grow rapidly, FTC systems are commonly studied nowadays, both from theoretical and practical viewpoints [11, 15] . Vast publication record witnesses growing demands and expectations for the FTC and FDI. Despite the above facts, there are still many unsolved mathematical issues and a wide area of multidisciplinary engineering application on the cross-section of control, computing and signal processing. In the light of the stateof-the art, the integrated FTC and FDI working within an uncertain environment is still a meaningful and open problem. The integration should incorporate the constraints of the system and control variables, the cost function describing quality of control, and also restrain the effects of disturbances and noises. All the above, severely increase the complexity of the problem stated while making the solutions more universal and reliable. The cooperative scheme of virtual actuators and virtual sensors has not been yet investigated. Thus, the pioneering nature of the research can be justified by the fact that such an approach can also be employed to exclude sensor/actuator fault and to realize process fault estimation and accommodation in an efficient way. Such an approach has never been treated in the literature. Due to this fact, its novelty becomes evident. Its realization requires an application of the new approaches taking advantages of an advanced analysis of stability, observability and controllability. The proposed research framework is based on few main objectives. Firstly, new theoretical approaches will be developed using the general virtual sensor and actuator approach, which constitute the base for the realization of the second part devoted to cooperative scheme. Finally, the above approaches will be used to estimate the actuator, sensor and process faults simultaneously and then to accommodate their impact with an appropriate control action. The proposed solutions constitute an answer for the unsolved problems that can be summarized as follows: − Modelling and robust estimation of lost of effectiveness due to actuator malfunctions (faulty situations) and the design of virtual actuators adapting the control strategy to new conditions within the uncertain environment. − Virtual sensor design for the validation of inconsistent sensor data: minimize the risk with the inconsistent measurement that may have serious consequences for the system performance. − Integration of virtual actuator and sensor-based FTC with the fusion of analytical modeling techniques account the constraints related with the non-linear system and its control variables. − Development of process faults estimation technique along with sensor and actuator fault estimation and compensation.
Conclusions
The main objective of this paper was to review recent advances in the area of fault-tolerant control. In particular, starting from essentials of fault diagnosis, the reader is introduced to robust FTC. Subsequently, more advanced active FTC schemes are introduced and their advantages and drawback are discussed. The preliminary part ends with the advanced virtual sensors and actuators schemes. The remaining part of the paper is devoted to the presentation of the recent results achieved by the authors in the emerging area of FTC. In particular, the advanced fault estimation scheme is described and then virtual actuators schemes are discussed. The paper ends with a discussion regarding the future of FTC, which is related to the cooperative virtual sensors and actuators capable of handling simultaneous actuator, sensor and process faults.
